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ABSTRACT

With the proliferation of LLM agents, the ability to understand and diagnose fail-
ures in agents is essential to achieving superior effectiveness and trustworthiness.
As agent failures often manifest via long and complex trajectories, manually find-
ing the needles in the haystack is untenable. However, traditional diagnosis tech-
niques for software bugs can hardly address LLM agent failures, while completely
relying on LLMs as the judge yields unreliable diagnosis results. To overcome
these challenges, this paper presents AGENTSCOPE, a new neuro-symbolic ap-
proach for agent failure mode diagnosis. The key principle of AGENTSCOPE is to
abstract agent behavior, based on its trajectories, into structured representations.
Furthermore, AGENTSCOPE introduces the concept of neural invariants to specify
agent behavior properties. AGENTSCOPE leverages LLM-guided reasoning atop
the structured representation against neural invariants to pinpoint both the failure
step and its type in the trajectory. We show the effectiveness of AGENTSCOPE
on publicly available agent failure datasets (Who&When) and a more comprehen-
sive dataset created by us (AgentErrata), where AGENTSCOPE significantly out-
performs the current art in fault localization and attribution accuracy. Our work
shows that integrating structured abstractions with LLM-guided reasoning enables
effective, reliable, and interpretable diagnosis for agent failures.

1 INTRODUCTION

Recent advances in Large Language Models (LLMs) have been driving active development of LLM
agents that autonomously interact with tools and environments using natural languages. For exam-
ple, agents can issue API calls, synthesize code, query databases, and cooperate with other agents to
solve complex and multi-step tasks. Modern agent frameworks such as LangChain (Chasel [2022),
Auto-GPT (Significant Gravitas), and OpenManus (Liang et al., [2025) orchestrate multi-step inter-
actions, allowing agents to operate in open and dynamic environments.

Despite their exciting capabilities, LLM agents are known to fail in subtle and sophisticated
ways (Cemri et al., 2025} [Zhang et al., 2025c; [Skalse et al., [2022} Bryan et al.| [2025} Baker et al.,
2025} |[Fu et al.l [2025). Failures can occur at any step during the agent’s reasoning (e.g., the chain
of thoughts) and action execution (e.g., tool calls), cascade along the agent runtime behavior, and
eventually manifest as specific mistake behavior or even disrupt task execution. Thus, the ability
to understand and diagnose failures in agents is essential to achieving superior effectiveness and
trustworthiness of agent systems. Unfortunately, as agent failures often manifest through prolonged
and complex trajectories composed of numerous steps with accumulating context, manually finding
needles in the haystack is slow, costly, and obviously untenable.
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Worse still, traditional diagnosis techniques for software bugs can hardly address LLM agent fail-
ures [Zeller| (2009)); |Attariyan & Flinn| (2010); [Yuan et al.| (2010); [Zhang et al.| (2019); [Ren et al.
(2023). The fundamental reason is that traditional techniques are confined to symbolic and logical
analysis of software codes and program executions. In contrast, agent failures are often rooted in
faulty reasoning errors, invalid contexts, or instruction-unfollowing behaviors across multiple steps,
which involve the entanglement of fuzzy neural paradigms and rigid symbolic paradigms.

Recent studies (Zhang et al., [2025c; |Cemr1 et al., |2025; |Zhu et al. [2025; ldIshriver, [2023)) have
proposed several neural approaches for agent failure analysis—prompting or fine-tuning LLMs with
failure trajectories and asking them to identify root causes. However, our experiments show that
sole LLM-based approaches often produce unreliable and incomplete diagnostic results. Even the
best-performing model, GPT-5.1 (Singh et al., [2025)), achieves only 18.15% accuracy on our failure
attribution datasets (see Section @ The cause of this limitation is that LLMs, even when fine-
tuned, struggle to systematically capture multi-step reasoning and action behaviors and maintain
consistent causal invariants. Thus, they are prone to confusing correlated symptoms with true causes
and sensitive to contexts and instructions.

This paper presents AGENTSCOPE, a novel neuro-symbolic framework for diagnosing agent fail-
ures. The key idea of AGENTSCOPE is to abstract the agents’ behavior from their trajectories into a
structured representation, termed the Reasoning-Action Graph (ReAG), that encapsulates both the
reasoning and action execution steps of the agents, enabling rigorous correctness reasoning using
formally defined invariant violation conditions on their behaviors. Different from traditional pro-
gram invariants (Hoare| [1969), AGENTSCOPE introduces the concept of neural invariants, which
can be specified with neural functions to encode correctness conditions; checking such invariants
requires LLM-guided reasoning. We show that LLM-guided reasoning atop structured behavior ab-
stractions enables AGENTSCOPE to effectively diagnose the causes of the agent failure. Compared
with existing vanilla LLM-as-a-judge approaches, AGENTSCOPE demonstrates stronger diagnosis
ability and more interpretable results. It can accomplish both failure localization and failure attri-
bution: the former pinpoints the root-cause step and the latter predicts the failure category.

We evaluated AGENTSCOPE on a publicly available agent failure dataset named
Who&When (Zhang et al., 2025c) and a new dataset called AgentErrata created by us through
failure-taxonomy-guided fault injection for more comprehensive evaluation. Results show that
AGENTSCOPE achieves significant improvements in accuracy and interpretability over state-of-the-
art approaches, with localization accuracies ranging from 25.40% to 77.78% on the Who&When
Algorithm-Generated dataset and from 22.41% to 34.48% on the Who&When Hand-Crafted
dataset, along with enhanced attribution interpretability. Moreover, AGENTSCOPE also outperforms
other methods on our new dataset, AgentErrata, achieving accuracies ranging from 28.38% to
54.13%.

In summary, we make the following contributions:

* Principle. We show that LLM-guided reasoning atop structured representations of behav-
ior abstractions can significantly improve agent failure diagnosis ability.

* Concept. We introduce the concept of neural invariants, which use neural functions to
formally define and detect properties of agent misbehaviors.

* Tooling. We develop AGENTSCOPE, a practical runtime framework and toolchain for agent
failure detection and diagnosis that is integrated with modern agent frameworks.

» Dataset. We create AgentErrata, a new benchmark dataset for agent failures. Generated
through a failure-taxonomy-guided fault injection process, it contains a comprehensive set
of failure types covering diverse agent misbehaviors.

* Evaluation. We present the utility of AGENTSCOPE using systematic evaluations and
showcase its improved accuracy and interpretability over the current art.

2 BACKGROUND

Agent failures have a variety of causes through incorrect reasoning and action execution steps, in
which a single failure step can cascade and lead to observable symptoms. Table [T] summarizes our
taxonomy of agent failure patterns (hereafter referred to as failure modes), organized into three di-
mensions by where the failure manifests in an agent trajectory: (i) Reasoning, (ii) Control-flow,



and (iii) Action. Reasoning refers to failures in internal decision-making and context utilization.
Control-flow captures failures in execution orchestration and control, including step transitions and
termination. Action involves failures in executing decisions through external tools or environments.
Reasoning failures include Insufficient Context, Wrong Context, Instruction Unfollowing, and Con-
text Miss. Control-flow failures capture Termination Miss, Premature Termination, and Step Loop.
Action failures include Action Mismatch, Invocation Issue, and Execution Failure. This taxonomy
provides a comprehensive and interpretable framework for understanding and diagnosing failures
of LLM-based agents. The taxonomy is derived based on our empirical analysis of failure trajecto-
ries, along with references to existing community categorizations (Cemri et al., |2025; [Zhang et al.|
2025c¢; Baker et al., [2025)).

Table 1: Taxonomy of agent failure modes.

| Dimension ‘ Category ‘ Description
s con hat is irrelevant, invali r misleading, resulting in erron
Wrong Context (WC) Uses context that is irrelevant, invalid, or misleading, resulting in erroneous
outcomes.
. . Deviates from the provi instructions or specifications, pr in S
Instruction Unfollowing (TU) | | eviates from the pro defi structions or specifications, producing output:
Reasoning inconsistent with task requirements.

Missing essential information in the LLM input causes reasoning and decision

Insufficient Context (IC) errors

Context Miss (CM) Overlooks relevant information from history, causing incomplete reasoning.

Continues executing steps beyond task completion, causing unnecessary or in-
finite actions.

Stops execution before the task is fully completed, resulting in incomplete so-
lutions or missing steps.

Repeats prior steps without justification, leading to redundant or cyclical be-
havior.

Termination Miss (TM)

Control-flow | Premature Termination (PT)

Step Loop (SL)

Selects actions (tools, APIs, etc.) that contradict its reasoning, resulting in
misalignment between decision and execution.

Action Invocation Issue (II) Incorrectly invokes tools or APIs, producing unintended or failed operations.

Encounters runtime errors while executing a tool, API call, or other action,
preventing successful task completion.

Action Mismatch (AM)

Execution Failure (EF)

3 METHODOLOGY

3.1 BEHAVIORAL ABSTRACTION

In AGENTSCOPE, an agent system’s trajectory is represented as a structured graph, termed
Reasoning-Action Graph (ReAG). Formally, a ReAG is a directed acyclic graph:

G ={V, B}

where V is the set of vertices representing individual steps, and E' is the set of edges encoding
control or data dependencies between steps. Each vertex is represented as a quadruple:

v; = (td;, i, ¢, ;)

where id; is the unique step identifier, r; is the role of the agent performing the step, ¢; is the
operational content, and Z; is the Intermediate Semantic Representation (ISR) of the step.

To address redundancy and long-context challenges, we construct a quickly analyzable trajectory
index and memory, which motivates the design of the ISR. The ISR for each step can be formally
represented as a tuple of three sub-components:

Z; = (Ci, R;, S;)

where C; denotes the Intent and Context component, R; denotes the Reasoning and Action compo-
nent, and S; denotes the Signal and Validation component. Each sub-component abstracts differ-
ent semantic aspects of the step and supports downstream modules in interpreting, validating, and
reusing information across long agent trajectories. The Intent and Context component C; encodes
task goals, instructions, and the purpose of the step. The Reasoning and Action component R;
captures the agent’s decision-making, reasoning summaries, performed actions, external tool invo-
cations, and outputs. The Signal and Validation component S; encodes internal knowledge usage,
confidence, and termination signals. All three ISR components provide structured information to
facilitate step identification and characterization.



Edges e € E represent control or data dependencies between steps, capturing the logical flow of
reasoning and execution dynamics. Vertices are constructed through instrumentation of API calls,
tool interactions, and system logs, and are further refined with semantic parsing to ensure coherent
step boundaries. Even unstructured logs can thus be converted into fully annotated, structured graphs
with ISR, enabling efficient reasoning, long-term memory accumulation, and downstream analysis.

3.2 NEURAL INVARIANTS

AGENTSCOPE introduces the concept of neural invariants to specify the behavioral properties of
agent failures, which can be used to verify the correctness of the ReAG of a given trajectory and
to diagnose failure modes. Specifically, AGENTSCOPE conducts LLM-guided reasoning to detect
violations of neural invariants. When an invariant is violated, AGENTSCOPE identifies the vertex
(i.e., the step) in the ReAG where the failure starts to manifest and classifies the type of the fail-
ure. Compared with vanilla LL.M-as-a-judge approaches (Zhang et al., |2025c; |Cemr1 et al., |2025),
AGENTSCOPE offers several advantages: (i) precise localization of the failure step in the ReAG,
(i1) fine-grained classification of the failure type based on invariant categories rather than opaque
judgment criteria, (iii) highly interpretable explanations through invariant violations that explicitly
expose the root causes of the failure, and (iv) more faithful and deterministic results, since the veri-
fication relies on predefined invariants rather than stochastic model judgments solely .

To enable effective failure diagnosis, we define a comprehensive set of agent behavior neural in-
variants based on the taxonomy of agent failures (Table[)). Each failure mode is formalized as an
invariant violation; Appendix |A|lists all invariant violations used in AGENTSCOPE. The frame-
work can be easily expanded to new failure mode taxonomies by adding corresponding invariant
violations. Unlike traditional program invariants (Hoare, [1969), which rely solely on symbolic
conditions, AGENTSCOPE supports semantic conditions via neural functions. Each neural func-
tion is implemented as a call to a general-purpose LLM (e.g., GPT-40) with structured, task-specific
prompts that incorporate ReAG information, enabling reasoning over richer context beyond raw step
content. These functions are modular and can be customized, such as by using fine-tuned models.
We illustrate an invariant violation with the following example:

Action Mismatch. This failure occurs when an assistant’s action contradicts or fails to
align with the intent of the preceding reasoning step. We use vy to denote the invariant
violation associated with failure mode f; ivy = true indicates that the corresponding
neural invariant is violated. Let Nyctionn € IN denote action nodes (tool calls or outputs),
and Nycqson € NN denote reasoning nodes. For an action node n: and its preceding
reasoning node n¢_1, define aligned(purpose;—1, actiony, tool_namey, tool_args:) to
check whether the action type matches the intent, the tool choice is appropriate, and the
action advances the task. The invariant violation is expressed as:

7:U'mis'mat(:h, =3 ng € Naction, ni—1 € N'reu,son :

—aligned(purposei—1, action, tool_namey, tool_argst)

A violation indicates misalignment between the action and its stated purpose (e.g., tool
misuse, missing or incorrect actions, or hallucinated progress). When implemented with an
LLM judge, aligned() is treated as a binary classifier.

Figure[I|shows the prompt used by the neural function aligned() in this invariant violation. Based
on the failure mode taxonomy and corresponding invariant violation, we synthesize diverse test cases
across domains to tune and validate the neural functions. We further perform manual verification to
ensure their effectiveness.

3.3 IMPLEMENTATION

AGENTSCOPE is implemented as a modular framework for online and offline diagnosis of single-
agent and multi-agent trajectories. Diagnosing raw agent traces in one shot is inherently unreliable
due to the limitations of large language models (LLMs): they struggle with long contexts, are sen-
sitive to token positions, and can lose or misinterpret implicit dependencies in sequential data. To
address these challenges, AGENTSCOPE is deliberately structured into three stages, as illustrated



Action Mismatch Neural Function aligned() Prompt Template

You are an impartial evaluator.

Your task is to determine whether an ACTION MISMATCH occurred.

Definition:

An action mismatch occurs when the assistant's actual action does not align

with the expected action implied by the previous step.

[Previous Step Expectation]
Step purpose: "{step_purpose}"

Implied expected action: "{expected_action_description}"

[Current Step Action]
Tool called: "{tool_name}"

Tool arguments: {tool_arguments}

Action description: "{action_description}"
Evaluation criteria:

1. Does the action type match the step intent?

2. Does the tool choice align with task semantics?
3. Does the action advance the task?

Additional information: "{additional_info}"

Respond ONLY in valid JSON:

{

"action_mismatch": true or false,

"reason": "...",

"mismatch_type": "tool_misuse | missing_action | action_substitution |
hallucinated_progress | none"
}

J

Figure 1: Prompt template for the action mismatch neural function aligned(). Placeholders (e.g.,
step_purpose, tool_name) are instantiated from the agent trajectory.

in Figure 2] Each stage provides a controlled representation or analysis that reduces the cognitive
burden on the model while improving reliability, interpretability, and extensibility. The three stages
are as follows:

ReAG construction converts runtime traces into a unified, annotated representation. Instrumen-
tation captures each step, while LLMs are used selectively to parse reasoning or implicit actions.
Each step is enriched with structured semantic fields—such as role, instructions, actions, missing-
information signals, and step purpose—to create a stable, aligned representation. This is essential
because raw traces alone are brittle: LLMs can misalign steps, forget early context, or misinterpret
implicit reasoning. ReAG ensures subsequent analyses operate on explicitly aligned, semantically
meaningful fields rather than raw text.

Failure mode detection applies a set of neural invariant checks over the annotated graph. Each
check identifies the relevant trajectory steps and context and evaluates them using a task-specific
judge respectively, since different failure modes may require evidence from different context ranges
and trajectory locations. Candidate failures are then retained with supporting evidence rather than
immediately reduced to a single diagnosis, allowing multiple hypotheses to be maintained for
broader coverage and auditability while avoiding premature selection.

Decisive error judgment selects a single root-cause failure from the candidate set using the full
trajectory and optional task context. The decisive error is defined not as the first anomaly, but as the



Reasoning-Action Graph Construction
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Figure 2: The workflow of AGENTSCOPE.

failure whose downstream impact most strongly explains the degraded outcome. This stage ensures
that correlated or cascading violations are correctly attributed, producing a representative verdict
that remains traceable to the evidence surfaced in prior stages. The strategy could be extended to
identify the first failure step or the point beyond which recovery is no longer possible.

Overall, this staged design balances model-driven reasoning with structured analysis. By system-
atically structuring trajectories, isolating local failures, and performing controlled aggregation, the
system mitigates inherent LLM limitations—context fragmentation, positional sensitivity, and re-
trieval/reasoning errors—while providing a faithful, inspectable, and extensible framework for tra-
jectory diagnosis.

4 EXPERIMENTS

We evaluated AGENTSCOPE using both proprietary and open-source models, including GPT-40
(version: 2024-11-20) (Hurst et al., [2024), GPT-5.1 (version: 2025-11-13) (Liu et al., [2024), and
DeepSeek-V3.2 (Yang et al., 2025). All models were deployed via Azure Al Foundry (Microsoft,
2025)). We used a consistent hyperparameter configuration across all models, with temperature =
0.01 and max_tokens = 4096, while keeping all other hyperparameters at their default values.

4.1 BENCHMARKS

We used two benchmark datasets for evaluation.

Who&When. The Who&When dataset (Zhang et al.,[2025c)) targets failure localization. It evaluates
agents on the understanding towards temporal and causal relations in narrative contexts. It contains
184 human-annotated trajectories, each involving identifying who did what and when, emphasiz-
ing temporal alignment and attribution across multiple events. The Who&When dataset includes
two sub-datasets that are generated from algorithm generated and hand-crafted agent systems re-
spectively. We denote them as “Algo-Generated” and “Hand-Crafted” in §5] and evaluate the two
sub-datasets separately. The former contains 126 traces and the latter contains 58 traces.

AgentErrata. The Who&When dataset annotates failure steps but lacks explicit failure type la-
bels, limiting its usefulness for evaluating failure attribution. It typically marks the first step where
a potential mistake arises [Zhang et al.| (2025c). However, as models become more fault-tolerant,
early failures may be corrected by powerful agents’ self-repair and therefore may not lead to final
task failure (see case study in Appendix [C). This can overemphasize minor mistakes while over-
looking critical failures, such as repeated instructions or missing information. To address this, we



construct AgentErrata, which labels both failure steps and types and ensures that injected errors re-
sult in task failure. By using failure-taxonomy-guided fault injection, AgentErrata captures diverse
failure patterns, enabling rigorous evaluation of debugging tools and highlighting weaknesses in
failure detection. We select trajectories from agent frameworks and benchmark datasets represented
in the current release of AgentErrata. For agent frameworks, we include OpenManus (Liang et al.,
20235), OWL (Hu et al.| [2025)), and Mini SWE Agent (Yang et al.,|2024)), which span complementary
paradigms of LLM-based agents, ranging from tool augmented general purpose workflows, to rea-
soning centric autonomous agents, and domain-specialized software engineering agents. For bench-
mark datasets, we draw trajectories from BrowseComp (Wei et al., 2025), SWE-Bench Lite (Jimenez
et al.l 2024)), and WebArena (Zhou et al.| |2024)), which span information-seeking web browsing,
real-world software engineering problem solving, and interactive web environment tasks. To create
AgentErrata, we first configure the selected agents to generate execution trajectories and then filter
out only those that successfully complete the tasks, thereby minimizing the impact of unlabeled
and irrelevant erroneous trajectories in the dataset. We then inject failures into the original agent
executions that trigger issues such as instruction unfollowing, step loops, and premature termina-
tion. These failures not only cause individual step errors but also prevent the overall task from being
completed successfully, which we refer to as decisive errors. For failures that can be injected at
individual steps, we employ instrumented replay to inject them at designated steps. For cases where
failures involve cross-step semantic and textual dependencies, we further apply post-processing to
the trajectories to identify and align such inconsistencies. Injections are applied across all categories
in the current taxonomy (see Table [T) with a rough uniform distribution. To maintain contextual
coherence, we additionally leverage an LLM to assess whether a given trajectory is suitable for
specific categories of failure mode before the failure injection. To further ensure the quality of the
dataset, all injected trajectories are manually verified, and any invalid or unreasonable trajectories
are discarded. AgentErrata currently contains 303 high-quality trajectories, providing a compre-
hensive dataset for evaluating diagnosability of agent failures. We show the detailed distribution of
AgentErrata in Appendix [B]

We did not use the MAST dataset (Cemri et al.| [2025)), as it only provides annotations of overall
failure types but lacks specific failure steps and underlying reasons. Consequently, it cannot be
directly employed to reliably analyze the root causes of misattributions or to automatically evaluate
the limitations of the benchmarked tools.

4.2 EVALUATION METRICS

We use the two metrics from Zhang et al.|(2025c¢) and introduce an additional metric to measure the
effectiveness of diagnosis:

Step-level accuracy (SLA) quantifies the percentage of correctly identified root-cause fail-
ure steps. Formally, let NV be the total number of samples, .S; be the true root-cause failure
step for sample ¢ and S, the predicted step, then SLA = % Zi\;l 1 (S’l = Si), where

1(-) is the indicator function.

Step-level accuracy with tolerance (SLAT) considers a prediction correct if the pre-
dicted step falls within a tolerance range & of the actual root-cause step: SLAT =

~ PRI | (|5’Z -5 < 5). In other words, SLAT tolerates slight inaccuracy.

Classification accuracy (CA) stands for the percentage of correctly classified failure
modes. Let M; be the ground truth failure mode for the ‘" trace and M; = {Mi(l) 1, be
the predicted failure modes, where L is the total number of predicted failure modes, then

CA s defined as CA = % Y2, 1 (3N e Ny, w0 = ).

The Agent-level accuracy (ALA) from [Zhang et al.|(2025c) is not adopted because step-level metrics
already reflect the responsible agent, and knowing the agent role alone does not indicate the exact
failure step or cause, while agent roles are often skewed—guessing frequent agents can yield high
ALA without reflecting true diagnosis ability. Thus, ALA provides little additional insight.



Table 2: SLAT (%) of the baseline methods and AGENTSCOPE across backbone models and bench-
marks; higher values are better.

AgentErrata W&W Algo-Generated W&W Hand-Crafted
T+0 T+l T+3 T+0 T=£1 T+3 T+0 T+l T+3

Backbone Method

Panel A: w/ Solution

W&W All-at-once 2.14  6.05 21.00 1429 43.65 69.05 526 877 2982
GPT-40  W&W Step-by-step  10.56 14.52 25.74 23.02 5397 73.81 1552 1552 20.69
AGENTSCOPE 28.38 3498 48.51 31.75 5238 77778 25.86 29.31 34.48

W&W All-at-once 264 561 1881 23.81 4841 79.37 345 13779 25.86
GPT-5.1 W&W Step-by-step  1.65 4.62 1221 26.19 50.79 69.84 20.69 31.03 41.38
AGENTSCOPE 29.70  34.65 50.50 2540 4444 6429 2241 24.14 2931

Panel B: w/o Solution

W&W All-at-once 209 418 23.69 16.67 3889 69.84 5.17 1034  36.20
GPT-40  W&W Step-by-step 891 13.20 2574 15.08 42.06 61.11 1724 17.24 24.14
AGENTSCOPE 30.03 35.64 49.83 2857 5556 77.78 2241 24.14 3276

W&W All-at-once 330 4.62 18.81 21.43 46.83 78.57 345 12.07 2931
GPT-5.1 W&W Step-by-step  1.32 429 1320 2540 4841 69.05 24.14 3276 44.83
AGENTSCOPE 31.35 36.63 54.13 2540 4524 65.87 2241 24.14 2931

(“W&W?” denotes “Who&When”; “w/ Solution” indicates that the ground-truth solution to the original task
was provided during analysis, whereas “w/o Solution” indicates that it was not provided (Zhang et al.,2025c).)

5 RESULTS

5.1 HOW EFFECTIVE IS AGENTSCOPE IN FAILURE LOCALIZATION?

To evaluate the effectiveness of AGENTSCOPE in localizing the root-cause failure step, we compare
it against two representative baseline approaches:

ALL-AT-ONCE (Zhang et al., 2025c): This approach considers the agent’s entire trajectory as a
single unit and uses an LLM to directly identify failures in a single pass. While efficient, it performs
holistic reasoning over the full trajectory without intermediate structured decomposition, explicit
step alignment, or fine-grained attribution of responsibility across steps. As a result, failure rea-
soning may suffer from global entanglement of evidence, making it difficult to disentangle which
specific step is causally responsible when multiple interacting errors exist.

STEP-BY-STEP (Zhang et al.,2025c): This approach analyzes the trajectory in a sequential manner,
where each step is evaluated together with all its preceding steps as context (i.e., prefix-conditioned
reasoning). At each position, the model determines whether the current step constitutes an anomaly
given the accumulated history. While this introduces local historical context, it still lacks ex-
plicit structured representation of the trajectory and does not perform graph-based aggregation or
invariant-guided filtering. Consequently, it cannot maintain globally consistent dependencies across
the full trajectory, and failure signals are derived from prefix-local judgments rather than global
causal attribution over the entire process.

Table |2| presents the failure localization accuracy of AGENTSCOPE compared with the base-
line methods across three datasets under different tolerance levels. On the AgentErrata dataset,
AGENTSCOPE achieves dominant performance regardless of whether the ground-truth solution is
provided. With GPT-40 (w/o Solution), AGENTSCOPE attains 30.03% at T=0, far exceeding W&W
STEP-BY-STEP (8.91%) and ALL-AT-ONCE (2.09%), and the margin further increases at T£3,
where AGENTSCOPE reaches 49.83% versus 25.74% and 23.69% for the baselines. With GPT-
5.1, AGENTSCOPE still maintains strong performance at 31.35% (T=0, w/o Solution), compared to
STEP-BY-STEP at 1.32% and ALL-AT-ONCE at 3.30%. At T3, it reaches 54.13%, versus 13.20%
and 18.81%, respectively. Interestingly, GPT-5.1 does not consistently improve failure-localization
accuracy across methods. This suggests that general-purpose model capability alone does not de-
termine diagnostic accuracy. At the same time, AGENTSCOPE’s advantage on AgentErrata persists
across both backbone models, consistent with the benchmark’s focus on concrete failures that deci-
sively affect task completion. Further results and analysis are provided in Section[5.3]



On the Who&When datasets, AGENTSCOPE with GPT-40 generally outperforms both baselines. For
instance, on Who&When Hand-Crafted (w/ Solution), AGENTSCOPE achieves 25.86% at T+0 and
34.48% at T13, substantially surpassing both W&W STEP-BY-STEP (15.52%, 20.69%) and W&W
ALL-AT-ONCE (5.26%, 29.82%). When the ground-truth solution is not provided, AGENTSCOPE re-
mains robust across both AgentErrata and Who&When Hand-Crafted, indicating that the structured
graph representation and invariant-guided candidate preservation improve diagnostic stability un-
der missing-context conditions. However, with GPT-5.1 on Who&When datasets, AGENTSCOPE’s
exact accuracy remains close to the strongest baseline. For example, Who&When STEP-BY-STEP
and AGENTSCOPE both reach 25.40% on Who&When Algo-Generated (T£0, w/o Solution). This
difference is therefore related to the benchmark’s annotation policy rather than a uniform reduction
in diagnostic effectiveness under GPT-5.1. Further inspection of the dataset reveals that some trajec-
tories contain multiple plausible failure points. A cascading failure may include its onset, an observ-
able manifestation, and the point at which it determines the final outcome. Who&When generally
annotates the first mistake, whereas the decisive error judgment stage of AGENTSCOPE selects the
candidate that most strongly explains the degraded outcome. Many reviewed GPT-5.1 predictions
identify a later verification, answer-submission, or termination step on the same failure-propagation
chain as the annotated onset. GPT-40 more often agrees with the earlier reference point in these
comparisons, making the distinction more visible under GPT-5.1. A more detailed explanation of
the case study is provided in Appendix [C]

Overall, these results suggest that failure localization is not merely a step-wise anomaly detection
problem, but a structured multi-stage inference task. AGENTSCOPE decomposes this task into (i)
graph-based trajectory construction, (ii) invariant-guided failure-mode detection, and (iii) decisive
root-cause selection. First, this design transforms open-ended diagnosis over a raw trajectory into
failure-mode-specific checks over relevant steps and context. Compared with ALL-AT-ONCE and
STEP-BY-STEP reasoning, it reduces the entanglement of global evidence and moves beyond prefix-
local analysis. Each detected failure is also linked to localized evidence. The substantial gains on
AgentErrata across both backbone models are consistent with these benefits. Second, AGENTSCOPE
retains multiple detected failure modes before final selection, thereby avoiding premature commit-
ment and separating failure detection from final attribution. The final stage could thus be extended
to support different user goals, such as identifying the failure onset, a downstream manifestation, the
point beyond which recovery is no longer possible, the final outcome-commitment step, or multiple
steps along the failure-propagation chain. Our experiments use the current selection strategy, which
prioritizes the failure with the greatest impact on the final outcome. Alternative selection strategies
remain future work.

5.2 HOW EFFECTIVE IS AGENTSCOPE IN FAILURE ATTRIBUTION?

We further evaluate AGENTSCOPE’s ability to classify failure modes beyond localizing them, a
process referred to as attribution. Failure modes in LLM agents can manifest in diverse forms
(Table [T). Existing approaches (Cemri et al., 2025 [Zhang et al.| [2025c) cannot simultaneously
identify the failure step and classify it. We categorize failures into representative classes and assess
AGENTSCOPE’s ability to attribute them within these categories using the AgentErrata dataset.

Table [3] shows that AGENTSCOPE substantially improves failure-attribution accuracy on AgentEr-
rata compared to the vanilla LLM-as-Judge baseline, which is adapted from the ALL-AT-ONCE
approach (Zhang et al., 2025c) and incorporates failure mode taxonomy information in the prompt.



Table 3: Failure attribution on the AgentErrata dataset (%) across GPT-40 and GPT-5.1.
Model Method SLA CA

GPT-40  LLM-as-Judge (w/o Solution)  2.80  20.63
LLM-as-Judge (w/ Solution) 2.14 1922
AGENTSCOPE (w/o Solution) 30.03 43.56
AGENTSCOPE (w/ Solution)  28.38 41.58

GPT-5.1 LLM-as-Judge (w/o Solution)  3.63  18.15
LLM-as-Judge (w/ Solution) 1.98 19.14
AGENTSCOPE (w/o Solution) 31.35 45.87
AGENTSCOPE (w/ Solution)  29.70 44.88

(“w/ Solution” indicates that the ground truth solution to the original problem that the agents
were solving was given in the context during analysis, whereas “w/o Solution” denotes no
ground truth solution was given (Zhang et al.} [2025c¢]).)

Beyond raw performance gains, these results suggest that failure attribution is fundamentally a struc-
tural reasoning problem rather than a knowledge or labeling problem. In particular, the large im-
provement in Step-Level Accuracy (SLA), where AGENTSCOPE achieves 28.38-31.35% compared
to only 1.98-3.63% for the baseline (a 8—16x gain), indicates that monolithic LLM-as-Judge meth-
ods suffer from severe step misalignment in long-horizon trajectories. This is largely due to posi-
tional sensitivity and context compression effects, which make it difficult to consistently identify the
true temporal locus of failure when reasoning is performed in a single pass over raw traces.

In contrast, AGENTSCOPE explicitly addresses this limitation through its staged design. The ReAG
construction stage reduces representational ambiguity by transforming raw trajectories into seman-
tically aligned, step-wise structured graphs, mitigating positional bias and enabling consistent cross-
step reference. On top of this, the failure mode detection stage performs localized invariant checks
over the structured representation, producing multiple candidate failure hypotheses instead of col-
lapsing them into a single unstable judgment. This decomposition significantly improves recall in
complex trajectories where failures may be latent, distributed, or causally entangled.

The improvement in Classification Accuracy (CA), which more than doubles from 18.15-20.63%
to 41.58-45.87%, further indicates that accurate attribution requires not only correct localization
but also reliable disambiguation among competing failure modes. Here, the decisive error judgment
stage plays a critical role by aggregating global trajectory evidence to resolve competing hypotheses,
distinguishing root causes from downstream symptoms, and preventing over-attribution to superfi-
cial anomalies. Notably, performance remains stable regardless of whether ground-truth solutions
are provided, suggesting that the gains are not driven by task leakage or solution conditioning, but
by structural decomposition of the attribution process itself.

5.3 HOW DOES AGENTSCOPE PERFORM WITH DIFFERENT BASE MODELS?

This research question investigates the influence of building AGENTSCOPE on different base LLMs.
Since LLM-based agents can vary significantly in model type and size, it is important to evaluate
whether AGENTSCOPE maintains high failure localization accuracy and attribution performance
across these variations. We conduct experiments using representative LLMs, including GPT-4o,
GPT-5.1, and DeepSeek-V3.2. For each base model, we measure AGENTSCOPE’s SLA and CA in
detecting failure mode, and compare the results to baseline methods. Evaluations are performed on
both the Who&When and AgentErrata benchmarks.
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Table 4: Failure mode attribution across different models on Who&When and AgentErrata. (%)

Model Method W&W A-G W&W H-C AgentErrata
SLAw/o SLAw/ SLAw/o SLAw/ SLAw/o CAw/o SLAw/ CAw/
GPT-40 W&W All-at-once 16.67 14.29 5.17 5.26 2.09 - 2.14 -
W&W Step-by-step 15.08 23.02 17.24 15.52 891 - 10.56 -
AGENTSCOPE 28.57 31.75 22.41 25.86 30.03 43.56 28.38 41.58
GPT-5.1 W&W All-at-once 21.43 23.81 3.45 3.45 3.30 - 2.64 -
W&W Step-by-step 25.40 26.19 24.14 20.69 1.32 - 1.65 -
AGENTSCOPE 25.40 25.40 22.41 22.41 31.35 45.87 29.70 44.88
DeepSeek-V3.2  W&W All-at-once 26.98 25.40 3.57 3.51 0.66 - 0.99 -
W&W Step-by-step 34.13 36.51 15.51 17.24 17.82 - 17.82 -
AGENTSCOPE 36.51 38.10 25.86 24.14 34.98 45.21 33.33 44.22

(“-” indicates that the current tool does not support this detection feature; “W&W” stands for “Who&When”;
“A-G” stands for “Algo-Generated”; “H-C” stands for “Hand-Crafted”; “w/” indicates that the ground truth
solution to the original problem that the agents were solving was given in the context during analysis, whereas
“w/0” denotes no ground truth solution was given (Zhang et al.,|2025c).)

As shown in Table ] AGENTSCOPE demonstrates consistently strong performance across all evalu-
ated base models, while maintaining notably low variance compared to baseline methods.

On AgentErrata, AGENTSCOPE achieves SLA scores of 30.03% (GPT-40), 31.35% (GPT-5.1), and
34.98% (DeepSeek-V3.2) under the w/o setting, resulting in a range of 4.95 percentage points.
This relatively stable performance suggests that AGENTSCOPE effectively decouples failure local-
ization from base model idiosyncrasies. In contrast, baseline methods exhibit strong model sensi-
tivity: STEP-BY-STEP drops from 8.91% (GPT-40) to 1.32% (GPT-5.1), indicating that sequential
reasoning-based diagnosis is vulnerable to shifts in instruction-following behavior and internal rea-
soning styles across models. ALL-AT-ONCE remains consistently weak across all models, further
suggesting that compressing long-horizon trajectories into a single inference step significantly limits
robustness.

A key observation is that AGENTSCOPE not only improves absolute performance but also enhances
cross-model invariance. Compared to the strongest baseline per model, AGENTSCOPE yields sub-
stantial gains in SLA on AgentErrata, demonstrating consistent improvements regardless of back-
bone architecture. This indicates that the proposed structured pipeline is largely independent of
model-specific reasoning biases, instead relying on explicit trajectory analysis and invariant-based
checking. A more critical insight lies in the relationship between SLA and CA. While SLA mea-
sures whether a failure is correctly localized, CA evaluates whether the root cause is correctly
attributed. AGENTSCOPE exhibits a relatively stable and consistently high SLA—CA alignment
across all models (e.g., 30.03% SLA vs. 43.56% CA on GPT-40), suggesting that once a failure is
detected, its causal attribution can also be reliably recovered. This implies that the intermediate rep-
resentations (ReAG construction and ISR-style annotations) preserve causal signals throughout the
pipeline, reducing information loss during aggregation and preventing early-stage mislocalizations
from propagating into final judgments.

On the Who&When benchmark, performance exhibits a clearer structure-dependent separation.
On the Hand-Crafted (H-C) subset, AGENTSCOPE achieves 22.41%-25.86% SLA (w/o0), substan-
tially outperforming ALL-AT-ONCE (3.45%—5.17%) and remaining competitive with STEP-BY-STEP
(15.51%-24.14%). This suggests that trajectories in the Hand-Crafted subset exhibit deeper com-
positional dependencies and longer-range implicit interactions, with errors arising across multiple
coupled steps rather than at isolated points. In such settings, naive aggregation or purely sequential
reasoning fails to capture cross-step dependencies, while structured decomposition remains effec-
five.

In contrast, the Algo-Generated (A-G) subset yields higher scores and smaller performance differ-
ences across methods. Trajectories in the Algo-Generated subset are generally shorter, which may
make relevant failure evidence easier to isolate and partly explain the higher scores across all meth-
ods. Nevertheless, AGENTSCOPE performs well on both the Algo-Generated and Hand-Crafted
subsets. An additional finding is that failure diagnosis is not monotonically correlated with model
capability. Although GPT-5.1 is generally stronger in generation tasks, it does not consistently out-
perform GPT-40 or DeepSeek-V3.2 in diagnostic accuracy under baseline methods. This suggests
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that general-purpose model capability alone does not determine diagnostic accuracy; how failure
evidence is interpreted and prioritized also matters.

Overall, these results indicate that AGENTSCOPE achieves higher diagnostic accuracy than the eval-
uated baselines and maintains strong performance across different LLM backbones. By combining
ReAG-based reconstruction with ISR-guided invariant checking, AGENTSCOPE organizes trajec-
tory evidence into structured, localized failure modes before final attribution. This design makes the
diagnostic process more transparent and auditable across heterogeneous LLM backbones.

5.4 'WHAT IS THE RUNTIME OVERHEAD OF AGENTSCOPE?

In this section, we evaluate the runtime overhead of AGENTSCOPE. We profile AGENTSCOPE’s
runtime over 20 trajectories drawn from agent frameworks in AgentErrata as well as the Who& When
dataset. All measurements use GPT-4o as the base model. Figure [3|shows cumulative runtime per
step, with each line representing one of the 20 sampled trajectories. The per-trace runtime overhead
ranges from ~ 25 s (a 4-step trace with 7 calls) to ~ 750's (a 120-step trace with 242 calls). Figure[]
shows a box plot of runtime across all trajectories, grouped by the number of prompt tokens. The
plot is truncated at 4k tokens to focus on the majority of cases; a small number of outliers with
higher token counts and runtimes are omitted for clarity. These results indicate that AGENTSCOPE
introduces a manageable runtime overhead, with latency spikes occurring only in rare cases.

Figure [5] decomposes the runtime cost by failure mode taxonomy. We observe that the Step Loop
accounts for the largest runtime (~ 85s). This is expected, as detecting step loops failure mode
requires pairwise segment comparisons, causing the number of LLM calls to scale quadratically with
the number of loop-candidate windows. The next most time-consuming failure mode are Invocation
Issue and Execution Failure. Each invokes ~ 17 calls per trace, but incurs only ~ 2 s per call due to
their relatively compact prompts (~ 375 and ~ 600 tokens on average, respectively). Wrong Context
has the highest per-call cost because its judge function processes full step context and neighboring
annotations. However, it is invoked less frequently (~ 6 calls per trace), keeping its total runtime
moderate (~ 30 s per trace).

In general, we can conclude that the average LLLM call count has a larger impact on runtime than
the average prompt token count, as the time per call remains relatively stable across different failure
mode checks. This implies that optimizing the number of calls—e.g., by merging multiple calls
into a single call—may yield more significant runtime reductions than simply optimizing prompt
length. Moreover, since the failure checks are independent of each other, they can be executed in
parallel. Additionally, calls with different prompt lengths can be packed by type, further improving
throughput and reducing total runtime. If cacheable prefix information is available, calls with the
same prefix can be prioritized for packing, allowing subsequent requests to reuse cached key-value
states and further accelerate execution. Overall, these observations suggest several potential runtime
optimizations that could be applied to further improve efficiency.
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6 RELATED WORK

Failures of Agents. As LLM-based agents tackle increasingly complex tasks such as planning, web
navigation, and tool use, understanding their failure modes becomes critical. Prior work highlights
issues like tool misuse, hallucinated goals, and premature task termination. Architectural improve-
ments such as memory modules or hierarchical task decomposition (e.g., Voyager (Wang et al.,
2023)), AssistGPT (Gao et al 2023))) primarily focus on improving task success, offering limited
introspection into why failures occur.

Existing agent failure studies (Cemri et al., 2025)) classify overall agent mistakes and construct fail-
ure taxonomies. In particular, |[Zhang et al.| (2025c); Zhu et al.| (2025)) identify failure steps using
LLMs as judges or via LLM reasoning, whereas [Zhang et al.| (2025a) fine-tunes models to auto-
matically detect agent failures. Differently, AGENTSCOPE introduces a structured, interpretable,
and reliable neuro-symbolic framework that encodes agent execution trajectories into behavioral
abstractions. By representing raw trajectories in a structured form, AGENTSCOPE enables neural-
invariant-guided reasoning to systematically analyze agent behavior against formally defined invari-
ants, pinpoint the exact step at which a failure occurs, and classify its type. Since AGENTSCOPE is
built on LLMs as the base models, its work is orthogonal to that of fine-tuned detection models. On
the other hand, the structured analysis and design of invariants here are orthogonal to directly using
LLMs as judges, and can thus benefit existing approaches.

LLM as a Judge. Recent works (Gu et al., 2024; Li et al., 2024) explore using LLMs as evaluators
to assess output quality, correctness, or alignment. Benchmarks like Arena (Chiang et al., [2024)
rank responses across tasks including QA, dialogue, and reasoning. While LLMs demonstrate meta-
evaluative abilities, critiques (Chen et al.| 2024} |Szymanski et al., |2025) show they can be unreli-
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able or inconsistent, especially for nuanced reasoning or domain-specific instructions. Compared to
LLM-as-judge approaches, AGENTSCOPE leverages structured trajectory representations to guide
step-wise reasoning diagnosis, offering interpretable and precise failure identification rather than
holistic or subjective black-box assessments.

7 CONCLUSION

We presented AGENTSCOPE, a neuro-symbolic framework for diagnosing failures in LLM agents
that abstracts long and heterogeneous agent trajectories into ReAGs, applies neural invariant check-
ing to surface candidate failure modes, and selects the decisive error that best explains the final
degraded outcome, enabling more localized, auditable, and interpretable diagnoses than monolithic
LLM-as-a-judge approaches. Across both the public Who&When benchmark and our new bench-
mark AgentErrata, AGENTSCOPE achieves substantially stronger failure localization and attribution
performance than prior baselines, while also supporting fine-grained classification of failure modes
and suggesting that structured behavioral abstraction and invariant-guided reasoning are promising
foundations for debugging increasingly complex agent systems.
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A NEURAL INVARIANT VIOLATIONS

In this section, we present the definition of neural invariants and describe how violations of these
invariants manifest in agent trajectories.

A.1 WRONG CONTEXT

Wrong context occurs when an agent uses irrelevant, fabricated, or improperly assumed information
in its reasoning—either failing to clarify genuinely ambiguous input or hallucinating prior context
that does not exist.

Let Nouipur € N be the set of output nodes and let N,.., € N be the set of user-input
nodes. For the candidate node n,, and its backward context windows, define two judging func-
tions. failedToClarify(user;, output,,) evaluates whether the user input is ambiguous but the
assistant proceeded without asking for clarification. hallucinated(output,,, W1,..., Wy,) eval-
uates whether the assistant asserts prior context or tool results that do not appear in the checked
context windows W1y, ..., W,,.

The invariant violation is expressed as:

Z’Uwrong u=dny, € Noutput :
failedToClarify(user;, output,,) V hallucinated(output,,, Wi,...,Wy).

Violation indicates that the agent is reasoning from an unsupported or improperly clarified contextual
state, potentially leading to downstream errors. If an LLM is used as the judge, the threshold is
replaced by a binary classification label.

A.2 INSTRUCTION UNFOLLOWING

Instruction unfollowing occurs when the agent’s output fails to satisfy the given instructions, includ-
ing role requirements, formatting constraints, and requested behavior.

Let Noutput © N be the set of nodes representing final outputs, and let I be the set of extracted
instructions from system or instruction-bearing steps. For an output node ny € Ngypy: and an in-
struction ¢ € I, define a judging function followed(instruction;, output ) that evaluates whether
the output satisfies the instruction’s requirements.

The invariant violation is expressed as:

Wyun followed = 31 € I, ny € Noyipur :  followed(instruction;, outputy).

Violation indicates that the agent’s final output does not satisfy the instructions governing that
output—for example through role violation, formatting violation, missing sections, ignored instruc-
tions, or refusal without valid reason. If an LLM is used as the judge of followed, the threshold is
replaced by a binary classification label.

A.3 INSUFFICIENT CONTEXT

Insufficient context occurs when an agent explicitly claims that necessary information is missing,
and the claimed information is indeed absent from the available context.

Let Njqaim € N be the set of nodes in the ReAG where the assistant claims missing or insufficient
context (detected via textual hooks such as “cannot be determined”, “insufficient context”, or explicit
insufficient_context_flag annotations). For a candidate node n. € N ;4im and its backward
context windows W7, ..., W,,, define a judging function infoAbsent(claim., W1y, ..., W,,) that
evaluates whether the claimed missing information is genuinely absent from all checked context
windows.

The invariant violation is expressed as:

iUinsuff =3 n. € Negim : infoAbsent(claimC, Wy, ..., Wm).
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Violation indicates that the agent’s lack-of-context claim is grounded in genuinely missing evi-
dence—the required information truly does not exist in the provided context. If an LLM is used as
the judge of infoAbsent, the threshold is replaced by a binary classification label.

A.4 CONTEXT MISS

Context miss occurs when the agent claims information is missing even though it is available in the
prior context, or when the agent failed to utilize available context when it was needed for reasoning
or action execution.

Using the same candidate node set N i, as the invariant of Insufficient Context, for
a candidate node n. € Ngim and its backward context windows Wi, ..., W,,, de-
fine a judging function infoPresent(claim., Wi,...,W,,) that evaluates whether the
claimed missing information actually exists in at least one context window, and a function
confidentUngrounded(output., W1, ..., W,,) that evaluates whether the assistant reached a
definitive conclusion without citing supporting evidence from the context.

The invariant violation is expressed as:

Wetemiss 2= 3 Ne € Neaim :
infoPresent(claim., Wi,...,W,,) V confidentUngrounded(output., Wi,...,Wy,).

Violation indicates that the agent mishandled available or required context rather than merely lacking
it — either by ignoring present information or by asserting conclusions without grounding. If an LLM
is used as the judge, the threshold is replaced by a binary classification label.

A.5 TERMINATION MISS

Termination miss occurs when the assistant already produced the final answer but continued to act
(reasoning or tool calls) instead of stopping.

Let Noutpue © N be the set of nodes representing final outputs, and let N,,,,; € N be the set of as-
sistant nodes occurring after the final output step. Define a judging function continued(n s, Npost)
that evaluates whether there is any post-final-output assistant activity (tool calls, reasoning, or mixed
actions).

The invariant violation is expressed as:
Wiermmiss =3 1nf € Noyput : [Npost| >0 A continued(ns, Npost).
Violation indicates that the agent failed to recognize task completion after producing its final answer,

leading to redundant or infinite reasoning steps. If an LLM is used as the judge of continued, the
threshold is replaced by a binary classification label.

A.6 PREMATURE TERMINATION

Premature termination occurs when the agent stops reasoning or task execution before satisfying the
required end conditions.

Let n;,s; denote the last executed node in the ReAG, and H denote the entire conversation his-
tory. Define endReq(H) as the end-condition requirements extracted from the first step carrying
a non-empty end_condition_instruction annotation, together with required format labels that
the final output may need to satisfy(e.g. Explanation, Exact Answer, Confidence). Define a
judging function goalMet (output;.st, endReq) that evaluates whether the final output satisfies the
required end-condition content.

The invariant violation is expressed as:
Wpremature = T1goalMet(output;es:, endReq(H)).
Violation indicates that the agent terminated before producing the required output content, resulting

in incomplete solutions or missed requirements. If an LLM is used as the judge of goalMet, the
threshold is replaced by a binary classification label.
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A.7 STEP LooOP

Step loop occurs when a consecutive group of steps repeats the same action or intent without ad-
vancing the task.

Let N be the set of nodes in the ReAG. For a loop window of size k£ and a start index ¢, define
two consecutive segments A; = (ng_g,...,ni—1) and By = (ng,...,nrk—1). Define a judging
function loopRepeat(A;, B;) that evaluates whether segment B; semantically repeats segment A,
with no observable progress—by comparing roles, step purposes, actions, reasoning summaries, and
tool outcomes across corresponding positions.

The invariant violation is expressed as:

1Wioop 1= 3t : loopRepeat(A;, By).

Violation indicates that the agent is trapped in repeated local behavior without moving the task
forward. If an LLM is used as the judge of loopRepeat, the threshold of semantic similarity is
replaced by a binary classification label.

A.8 ACTION MISMATCH

Action mismatch occurs when the assistant’s executed action contradicts or does not align with the
intent expressed in the immediately preceding reasoning step.

Let Ngction € N be the set of nodes representing action steps (i.e. tool calls or out-
put steps), and let N,cqs0n € N be the set of reasoning nodes that establish step pur-
poses. For an action node n; and its preceding reasoning node n;_1, define a judging function
aligned(purpose;_1,action, tool_namey,tool_args;) that evaluates whether the action type
matches the step intent, the tool choice aligns with task semantics, and the action advances the
task.

The invariant violation is expressed as:

Wmismateh = 3¢ € Naction, Mi—1 € Nyeason :
—aligned(purpose;_1, action;, tool_namey, tool_args)

Violation indicates that the agent took an action that is not well aligned with its stated local purpose
— for example through tool misuse, a missing action, action substitution, or hallucinated progress. If
an LLM is used as the judge of aligned, the threshold is replaced by a binary classification label.

A.9 INVOCATION ISSUE

Invocation issue occurs when the assistant’s tool call does not comply with the tool’s specifica-
tion—missing required parameters, invalid types, unknown actions, or calling a tool not found in
the provided tool list.

Let N.;; € N be the set of nodes representing tool invocations. For a node n; € N,y
let spec, denote the matching tool schema from the tool list. Define a judging function
schemaOK(call;, spect, response;) that evaluates whether the invocation complies with the tool’s
parameter specification and dependencies.

The invariant violation is expressed as:

Winvocation ::= 3Nt € Neqy + - schemaOK(cally, spect, responsey).

Violation indicates that the tool invocation is not valid under the interface expected by the environ-
ment — for example through a missing required parameter, an invalid parameter type, an unknown
action, incompatible parameter combinations, a tool not found in the tool list, or a tool-reported
invocation error. If an LLM is used as the judge of schemaOK, the threshold is replaced by a binary
classification label.
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A.10 EXECUTION FAILURE

Execution failure occurs when the tool’s response indicates that the requested operation did not
complete successfully (e.g. exception, HTTP error, empty result, timeout, or permission denial).

Let Nty € N be the set of nodes associated with tool responses. For a node n, € Ny, define
a judging function execFailed(response;) that evaluates whether the tool response indicates an
eITor Or Non-success.

The invariant violation is expressed as:

Wegee ::= 3 Nt € Nyoo : execFailed(responset).
Violation indicates that the requested operation did not execute as intended, potentially due to tool
errors, empty results, timeouts, permission denial, rate limiting, invalid input, or network issues. If

an LLM is used as the judge of execFailed, the threshold is replaced by a binary classification
label.

B FAILURE MODE DISTRIBUTION OF AGENTERRATA
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Figure 6: Failure Category Distribution of AgentErrata
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Figure 7: Failure Mode Distribution of AgentErrata

This section provides a detailed breakdown of the failure composition in AgentErrata, aiming to
characterize the structural diversity of diagnostic targets. Understanding the distribution of failure
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types is crucial, as it directly reflects the heterogeneity and complexity of trajectory-level errors,
which in turn determines the difficulty of localization and attribution.

As shown in Figure [6] failures are broadly categorized into three high-level groups: reasoning-
related (Rea), control-flow-related (Ctrl), and action-related (Act) failures. The distribution is rela-
tively balanced across these categories, indicating that no single failure type dominates the dataset.
This balance ensures that evaluation is not biased toward a specific reasoning pattern, but instead
requires robust handling of diverse failure mechanisms spanning cognitive reasoning, procedural
execution, and decision-level actions.

Beyond coarse-grained categorization, Figure [/| further decomposes failures into fine-grained
modes, including IC, WC, IU, CM, TM, PT, SL, AM, II, and EF, with their full names listed in
Table (1] It is worth noting that the slight distributional variations observed in the dataset stem from
the construction process, in which we inject failures into successfully completed trajectories. During
this fault injection process, the LLM is required to judge whether the injected failure mode is con-
sistent with the context of the original trajectory, which introduces subtle biases into the resulting
failure distribution. Such a distributional property is important for evaluating diagnostic systems.
In particular, it prevents models from overfitting to a narrow subset of failure patterns and instead
encourages more generalizable failure localization and attribution capabilities. Overall, the failure
distributions in AgentErrata demonstrate both semantic diversity and structural balance, making it
a suitable benchmark for evaluating robust trajectory diagnosis methods under realistic and varied
failure conditions.

C CASE STUDY OF WHO& WHEN DATASET

Traces in the Who&When dataset often contain multiple errors of varying types and severities, rather
than a single decisive mistake. The annotated “mistake step” typically marks the earliest detectable
issue in a trajectory, but it does not necessarily correspond to the most causally critical failure.

Consider the following example Zhang et al.|(2025b). The ground-truth mistake is annotated at Step
4, where the WebSurfer retrieves only a search results page without extracting structured information
(e.g., series list, number of seasons, or ratings). While this step reflects information insufficiency,
it still represents a plausible intermediate exploration step and does not inherently prevent success-
ful task completion. This interpretation is further supported by the system’s internal state, which
indicates continued progress at this stage.

In contrast, later steps (e.g., Steps 11 and 15) exhibit a more critical failure mode. The WebSurfer
repeatedly performs the same action—clicking the same page and observing an identical viewport—
without any meaningful state update or information gain. This behavior forms a stagnation loop,
which is explicitly detected by the system (is_in_loop: true) and directly blocks further progress to-
ward task completion. Notably, even after the Orchestrator issues refined instructions, the WebSurfer
continues to repeat the same ineffective actions, indicating a failure to recover from the erroneous
state.

Finally, the trajectory does not terminate due to successful completion or reasoning convergence.
Instead, it is interrupted by a system-level failure during the orchestration phase. Specifically, a
content filtering violation triggers a ResponsibleAl policy error, which results in a BadRequestEr-
ror during the orchestrator’s model client call for ledger updates. Consequently, execution halts
prematurely.

This example illustrates that multiple failure modes can coexist within a single trajectory, spanning
early-stage information insufficiency and later-stage behavioral stagnation. Crucially, the annotated
mistake corresponds to the former, rather than the latter, which is more decisive for the final outcome.
This limitation may reduce its effectiveness in evaluating a model’s ability to localize the most
impactful failure points. More broadly, effective failure localization requires not only identifying
the first erroneous step, but also reasoning about its downstream impact on task completion.
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